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Abstract

With the wider integration of the Internet outside of Western countries, questions have arisen about
the role of language in social engineering and trust. Early phishing attacks targeted English-speaking
victims largely in the United States. Even now, some of the most available, widely used, and well-
documented indicators of cyber risks stem from exemplars of American nineties phishing scams. Per-
haps the most indicative of the user-facing characteristics are related to writing style and usage, partic-
ularly those associated with non-native speakers. The Internet has also had a profound effect on non-
Western literary practices as the Internet infrastructure (e.g., domain names, programming languages)
is grounded in the Latin alphabet. For most of the world population this has necessitated the adoption
of non-native writing styles. For any communities that do not use Latin script, non-native writing prac-
tices are anintegral part of simply using the Internet. Yet risk perception in these linguistic communities
has not been widely explored. In this work, we gauge the effects varying degrees of non-native style and
usage have amongst eastern-Europeans and their intuitions about cyber risks. The results of this study
can contribute to a more holistic analysis of risk perception, one that includes diverse linguistic and
cultural perceptions of risk and trustworthiness in digital communication.
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I. Introduction

Despite the notoriety of email phishing attacks such as the Nigerian Prince scam, this type of inter-
net criminality remains a high-volume activity. Furthermore, the increasingly ubiquitous nature
of digital internet communication across the world facilitates the high-volume nature of these
attacks, as malicious actors can now target nearly any population around the globe. As human
users constitute the final line of defense against the success of phishing attacks, studies address-
ing phishing resilience must also take into account certain aspects of cultural perceptions and re-
silience.

Analyzing cultural perceptions is particularly applicable to research on phishing email scams
because style and usage play instrumental roles in both attackers’ attempts to steal sensitive in-
formation, as well as end users’ attempts to avoid falling victim to online scams. A majority of
phishing email resilience work focuses on English language attacks where writing style and usage
isamong the most influential gauges of potential risks [DDMP21]. This work seeks to expand upon
the perception of non-nativeness and its influence in determining cyber risks and untrustworthi-
ness. The raison d’etre of this work stems from two distinguishing factors: 1) the status of English
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asagloballinguafranca, which significantly increases contact between native and non-native writ-
ersand 2) the infrastructure of internet protocols and computing languages, which necessitate the
adoption of non-native writing practices amongst native speakers in certain linguistic communi-
ties.

This work seeks to explore these two particularities and their effect on cyber risk perception.
Given the disproportionate amount of English as a second language speakers, recipients of phish-
ing emailsin less-common languages will be less accustomed to non-native style and usage errors.
This study also offers an opportunity to investigate a new frontier in human mindsets and online
risks: the advent of digraphic writing and its perceived legitimacy. To increase the understanding
of human decision-making heuristics in relation to common cyber risks, this study aims to address
the following research questions:

RQ1: How do native speakers of non-Latin languages interpret style and usage errors within
the context of cybersecurity and online risks?

RQ2: Do instances of non-nativeness in online texts evoke a significant sense of risk or illegiti-
macy at similar rates across different linguistic communities?

RQ3: Do instances of digraphia suggest that internet users see changes to traditional writing
as an objective product of modern technology or an inherently improper element indicative of
insecurity and illegitimacy?

Il. Related Work

Writing style and usage is an instrumental element of determining legitimacy in digital written
communication and its importance is cited repeatedly in email phishing resiliency studies [Fur07,
PBP*16]. More specifically, the general characteristics that differentiate legitimate and phished
emails are consistency and personalization of the message, perceived legitimacy of links and sender,
and the presence of spelling or grammatical irregularities [Sch12]. The latter two characteristics
can be interrelated and will be the focus of the present study.

In work detailing the linguistic characteristics of email scams, Schaffer [Sch12] highlights the
role of perceiving non-nativeness in determining the legitimacy of email communication. It isim-
portant to point out, however, that even native speakers commit certain grammatical and me-
chanical errors. Forexample, some of the most common errors committed by native English speak-
ers include improper use of tense and conjugations, improper use or omission of the apostrophe,
and comma errors [Sch12]. While some native readers may or may not be able to identify these
common mistakes, a perception of non-nativeness develops when combinations of grammatical,
mechanical, and or semantic misusages of the target language are repeatedly compounded. The
perception of non-nativeness accentuates a lack of familiarity, which in turn can call into question
the trustworthiness of the sender and the legitimacy of their written word.

The English language has consistently remained informationally dominant since the formation
of the internet [Sun10]. Compiling data from 189 countries, Wolk [Wol04] correlates English lan-
guage proficiency with the rate of Internet users per Internet Service Providers (ISP). Developed
countries with high English proficiency yielded 188,000 users per ISP while developed countries
with low English proficiency yielded 713,000 users per ISP. The divide in developing countries was
even starker: developing countries with high English proficiency yielded 1,829,000 users per ISP
while developing countries with low English proficiency yielded 10,233,000 users per ISP. Citing
these figures, Wolk [Wol04] describes what has become known as “the digital divide”, an asser-
tion that English language dominance has created a de facto linguistic protocol for the growth of
the Internet. As a result, the role of perceived non-nativeness is well-documented in studies per-
taining to phishing identification and resilience in English language communication. However, as
addressed by Guo and Yao-Chung [GF24], there exists a dearth of research in multi-lingual phishing
emails.
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Even in the early 2000s native English speakers accounted for just about a quarter of Internet
users. Although the English language remains informationally dominant online, a significant mi-
nority of internet users are genuine native speakers. English has more L2 (English as a second
language) speakers than any other language in the world [BVK*15]. As a result, contact between
L1 (native language) and L2 English speakers (or writers) is exceptionally high in comparisons to
native/non-native interactions in other tongues. The implications of this disparity in terms of cy-
bercrime such as phishing remains relatively unexplored. As native English speakers have accu-
mulated a higher degree of exposure to writing containing non-native style and usage, the present
study aims to test the receptiveness to non-native style and usage amongst linguistic communities
with lesser degrees of interaction between native and non-native writers.

For the purposes of this experiment, the linguistic communities selected are native speakers of
the Bulgarian and Russian languages. This choice in linguistic community offers two advantages.
First, it allows for a tiered comparison of the perceptions of non-nativeness in cyber risk percep-
tion. As English represents the linguistic community in which interactions between native and
non-natives is highest, Russian language allows for the analysis of a more niche linguistic commu-
nity that also retains a degree of sustained exposure between native and non-natives. Although
to a lesser degree than the anglophone community, the Russian language boasts a considerable
amount of L2 speakers, particularly in Central Asian countries such as Tajikistan, as well as Cau-
casian countries such as Armenia and Georgia. The Bulgarian linguistic community represents an
even more niche group within which contact with non-native speakers is very uncommon. A sec-
ondary advantage stems from the literary history of these two languages, the Cyrillic script, which
allows us to analyze the relationship between digraphia and cyber risk perception.

Among the foundation of Internet infrastructure protocols exist a series of linguistic character-
istics, which have the capability to restrict certain communicative interactions to exclusively Latin
characters. Standard Mail Transfer Protocol (SMTP), for example, restricts address names to only
Latin characters a-z, regardless of case, and Arabic numerals 0-9 [Ria07]. Additionally, the infor-
mational and communicative dominance of the English language has entrenched English (and its
Latin alphabet) as the language in which the majority of digital information and universally-used
software is written. The underlying technological framework utilized to produce and access the
ever-increasing amounts of digitalized text have, nonetheless, resulted in adaptations to the tra-
ditional writing practices of respective regional scripts. Accessing certain domains and creating
an email address are two examples of common internet actions for which internet users writing
in scripts such as Armenian, Cyrillic, or Devanagari (Hindi) must make a manual switch to Latin
script in order to complete. Instances in which users repeatedly switch keyboards may prompt a
sort of “linguistic economy” whereas to avoid constant interruptions, the use of Latin is continued
even when writing in a language traditionally written in another script. Under such circumstances
digital writing has given rise to a notable increase in digraphia - the use of two scripts to write a
single language. Other notable drivers of digraphia include the use of “partial bilingualisms” - the
adoption of a foreign word (typically English) into another language where the script of the for-
eign word is retained. Similarly, the practice of “dual adaptation” in marketing and advertising -
the retention of a brand name without transcription - is particularly common for Western brands
so that the image associated with a particular brand name remains consistent and recognizable
anywherein the world [Kir18]. Although writing in two scripts isinherently non-native in languages
such as Bulgarian, Georgian, or Korean, contemporary text production technology facilitates, and
sometimes requires this practice.

Ill. Experimental Procedure and Design

This study aims to evaluate the relationship between writing style and usage and phishing re-
silience among communities beyond the Anglosphere, particularly in the southern Balkans and
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Russian-speaking countries of eastern Europe. The participants in this study are native speakers
of one or more Slavic, Cyrillic languages from Bulgaria, Russia, and Ukraine. The experiment be-
gins with a survey consisting of questions regarding computer knowledge and skills, as well as
computer security knowledge. The questionnaire is followed by the main experiment, in which
participants are presented with images of written emails, and participants indicate whether or
not they consider the respective email to be legitimate or a potential scam. After completing the
principal experiment, participants answer a brief demographic survey. The questions constituting
the initial survey are available in the appendix, accompanied by a translation in English.

Previous research indicates that people make decisions about legitimacy based on a variety of
cuesin digitalized writing [PBP* 16]. The emails shown to participants in the present study include
a combination of the elements outlined in the following list:

Links & URLs

Logos

Professional appearance
Personalization

Spelling and Grammar
Security Indicators
Sender Identity
Importance & Urgency

PN hAWNE

The study was conducted with a total of 52 participants aged 18 and over. All participants are
native speakers of Bulgarian, Russian, and or Ukrainian. Table 1 shows the distribution of partici-
pant demographics:

Table 1. Distribution of participant demographics by region and country

Country  Participants Region

Bulgaria 22 Southern Cyrillic Orthographic Zone
Russia 25 Eastern Cyrillic Orthographic Zone
Ukraine 5 Eastern Cyrillic Orthographic Zone

Participants were shown fifteen emails in total, all of which contained some form of URL or
link to open another page. The purpose of including this detail is to simulate a tactic often used
by cyber criminals in which a malicious link is embedded in the body of an email in order to steal
personal information or install malware on a user’s device. For control purposes, ten emails were
classified as legitimate and therefore presented a professional appearance, included personal-
ized greetings, displayed logos of the sending company or organization, contained no spelling nor
grammatical errors, and refrained from language creating a sense of urgency. All but one of the
legitimate emails were written in the Bulgarian and Russian languages using Cyrillic script; one
was digraphic.

Three emails were classified as illegitimate, or phishing emails, and were presented in a plain
text format, included general, impersonalized greetings, displayed no logos or imagery, contained
some spelling and/or grammatical errors, and exercised an urgent tone to express a sense of time
sensitivity. Common grammatical and spelling errors were included such as the omittance of com-
mas before the conjunctions ye and uTo (that), as well as any declined forms of the pronouns koiito
and koTopuiii (that, which). Additionally, the text of the phishing emails contained spelling errors
such as incorrect cases of capitalization regarding any declined forms of the pronouns su and eei,
(you) as well as the possessive pronoun saw (your).

A key part of this research addresses the question of digraphia and the increase of its preva-
lencein Cyrillic cyberspace. Asimplied by research question three, there is no single circumstance
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that determines an instance of Cyrillic-Latin digraphia. As a result, recipients of such messages
may contribute the change in script to a variety of factors. For example, perhaps the device from
which the message was sent is not the sender’s personal device, but rather a public computer with
no Cyrillic keyboard installed. Similarly, certain older mobile devices are equipped with solely
Latin characters, rendering digraphic emails reminiscent of early SMS messaging where the La-
tinization of Cyrillic characters was an obligatory practice.

Itisimportantto note that Latinizing Cyrillic languages such as Bulgarian, Russian, and Ukrainian
cannot, by definition, be done correctly. There is no official transliteration between Cyrillic and
Latin. As a result, individuals create their own mappings resulting in inconsistencies. However, all
native speakers of Cyrillic languages will have been confronted with Latinization for one reason
or another by virtue of the Anglocentric nature of the internet and, by effect, the technology uti-
lized to produce digital communication. In order to shed light on this area, this study attempts to
gauge participants’ perceptions of digraphia in the context of safety, trustworthiness, and legiti-
macy online. To this end, two “Latinized test” emails are included in the principal experiment. A
Latinized test email displays all the characteristics of legitimate emails as described above, but
the text of the email is entirely transcribed in Latin characters. These emails should be classified
as legitimate. The extent to which they are identified as phishing is the test of RQ3.

IV. Results

The analysis of the results of this study addresses the research questions listed in Section I. The
responses to the initial survey questions serve as a series independent variables utilized to gauge
the target populations’ computer and security expertise, risk assessment behavior, and phishing
resilience. These variables are utilized to provide more in-depth insights into the perception of
online security, legitimacy, and trustworthiness in relation to the phenomenon of Latinization.
Statistical tests are conducted in order to identify any significant differences in risk perception
among participants from the southern COZ and the eastern COZ (Cyrillic Orthographic Zone).

A. Phishing and Security Certificate Knowledge

The first two survey questions address participants’ understanding of cybercrime and security,
particularly knowledge of phishing and security certificates (questions 1 and 2 in the appendix).
Below each question is listed a series of multiple-choice questions. The responses were recorded
on a scale from 0 to 5. For example, question 1 asks “What is phishing?” and participants were
instructed to choose all possible correct answers: 'Pretending to be someone or a company to steal
user information’, "’Making a fake website that looks legitimate to steal user information’, Sending
spam emails, Defrauding someone online’, ‘iImpersonating someone or a company to steal user
information’, ‘Tracking your internet habits to send advertisements’, and ‘| don’t know".

In order to account for partially correct responses, the final score was calculated using the fol-
lowing formula: (#CorrectOptionsSelected + 1)/(#IncorrectOptionsSelected +1). This same method
was previously utilized in the development of a similar security expertise measure [MXR23]. Mehrabi
et al. [MXR23] built on this expertise model in creating an experimental harness for phishing eval-
uations; (however, there is no support for Cyrillic in that framework). A similar approach was used
by Kelley and Betenthal [KB16] in cognitive science, and by Das in her evaluation of the effect of
age on phishing resilience (Das) and in cross-national comparisons [GC21] (Camp et al.).

The distribution shows that phishing and security certificate knowledge are generally low across
both populations, but with some regional differences. The results of the one-way ANOVA test show
that levels of phishing knowledge are significantly different between the southern and eastern COZ
populations (p-value 0.01). Here, the eastern COZ group displays greater knowledge of phishing.
In terms of security certificate knowledge, the results of the one-way ANOVA test show that levels
of knowledge are not significantly different between the two groups (p-value 0.33).
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Distribution of Phishing Knowledge Scores

W Eastern COZ W Southern COZ

Figure 1. Distribution of phishing knowledge scores.
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Figure 2. Distribution of certificate knowledge scores.

B. General Cybersecurity Expertise

The following three questions (questions three, four, and five in the appendix), test participants’
knowledge of general computer security [GC21]. Participants were awarded one point for each
correctly answered security knowledge question. Each question presents only one correct answer.
The results of this segment of the survey showed that general security knowledge is relatively low
among both groups of participants in this experiment. This finding is particularly true among the
southern COZ, where general security knowledge is significantly lower than that measured in the

eastern COZ (p-value 0.9).
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Distribution of Security Expertise Scores
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Figure 3. Distribution of security expertise scores.

C. Risk Assessment Behavior

In order to gauge what participants pay attention to when determining the legitimacy of online
communication, as noted in the experimental design, we presented participants with a list of com-
mon security indicators: https, the lock icon, certificates, privacy policies, and professional ap-
pearance. Participants were asked to indicate which of the security indicator(s) plays a role in
their decision-making process.

Frequency of Security Indicators

HTTPS Lock Icon Certificate  Privacy Policy  Professional
Appearance

WEastern COZ W Southern COZ
Figure 4. Frequency of security indicators.

Of particular interest are the insights measurable from the proportion of participants who indi-
cated that professional appearance was instrumental in determining legitimacy online. Although
professional appearance does not rank among the top indicators of security selected by the par-
ticipants polled in this experiment, the importance of this factor cannot be underestimated given
its position outweighing certificates and the presence of the lock icon, two hallmark features of
secure information transfer. The significance of this matter in terms of legitimacy and Latinization
will be revisited in the discussion section.
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D. Phishing Resilience

For the purposes of this experiment, phishing resilience is defined as the ability to accurately iden-
tify legitimate, trustworthy emails, as well as phished, untrustworthy emails. The principal task
of this experiment consisted of presenting participants with ten legitimate emails and three ille-
gitimate (phishing) emails in an online survey. Participants were asked to read each email and
indicate whether or not the message seemed trustworthy or untrustworthy. In order to quantify
the results, a resilience score was calculated by computing the fraction of emails classified as le-
gitimate over the total number of legitimate emails presented and the fraction of emails classi-
fied as illegitimate (phished) over the total number of illegitimate emails presented. To calculate
a resilience score concerning participants’ perceptions of the red herring emails, the fraction of
classifications indicating legitimacy over the total number of red herring emails was computed.
In order to identify differences in phishing resilience across the Southern and Eastern COZ, a se-
ries of one-way ANOVA test were conducted to measure resilience in identifying legitimate emails,
illegitimate emails, and the perception of Latinization represented by the red herring emails.

Results of the one-way ANOVA test show that levels of phishing resilience with regards to iden-
tifying legitimate emails were not statistically significant between the Southern and Eastern COZ
(p-value 0.15).

Distribution of Phishing Resilience Scores: Legitimate Emails
12

1
0.8
0.6

0.4

M Eastern COZ B Southern COZ

Figure 5. Distribution of phishing resilience scores: legitimate emails.

Results of the one-way ANOVA test show that levels of phishing resilience with regards to iden-
tifying illegitimate emails were not statistically significant between the Southern and Eastern COZ
(p-value 0.34).



Computers and Society Research Journal 9

Distribution of Phishing Resilience Scores: lllegitimate Emails
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Figure 6. Distribution of phishing resilience scores: illegitimate emails.

Results of the one-way ANOVA test show that levels of phishing resilience with regards to iden-
tifying legitimate emails amongst the red herring group were statistically significant between the
Southern and Eastern COZ (p-value 0.01). Here, the red herring emails were identified (correctly)
as legitimate at significantly higher rates in the Eastern COZ than in the Southern COZ.

Distribution of Phishing Resilience Scores: Red Hering Emails
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Figure 7. Distribution of phishing resilience scores: red herring emails.

Central to the concerns of this work is the perception of Latinization and its effect on determin-
ing legitimacy in digital written communication. To this end, a list of common security indicators
was presented to participants in order to measure the importance of professional appearance in
determining legitimacy with regard to writing style and usage. An additional one-way ANOVA test
was conducted on the results obtained from those participants indicating professional appear-
ance as a key indicator of security and legitimacy in digital written communication. The results of
this test show that there is a significant difference in the rates of identifying Latinized red herring
emails as safe, trustworthy, and legitimate messages (p-value 0.03) between the Southern and
Eastern COZ groups. Among these participants pertaining to the Southern COZ group, Latinized
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red herring emails were identified as illegitimate and untrustworthy in 100% of cases. In contrast,
those participants pertaining to the Eastern COZ group deemed Latinized red herring emails as
illegitimate and untrustworthy in 63% of cases.

Distribution of Phishing Resilience Scores: Red Hering Emails
amongst Indications of Professional Appearance
0.6

0.4

0.3

0.1

e

B Eastern COZ W Southern COZ

Figure 8. Distribution of phishing resilience scores: red herring emails amongst indications of professional appearance.

V. Discussion and Implications

The primary goal of this work is to address the perception of non-nativeness in online written com-
munication and seek to understand its impact on human users, who ultimately constitute the final
line of defense against common e-crime such as phishing. The primary goal of the experiment is
to determine how factors such as demographics, knowledge, skills, and risk assessment relate
to phishing resilience. This experiment was conducted within the eastern and southern portions
of the Cyrillic Orthographic Zone in order to address the topic of non-nativeness and its relation
to phishing resilience within linguistic communities beyond English-speaking communities, on
which related works are typically focused.

The results of this study provide responses to the research questions posed in Section I:

RQ1: Forthe purpose of this work, the meaning of style and usage errors was expanded beyond
the traditional anglophone understanding to include the presence of Latinization. The results of
this work show that Latinization can be more closely correlated with online risk perception in the
Southern Cyrillic Orthographic Zone versus in the Eastern Cyrillic Orthographic Zone. More specifi-
cally, Bulgarian participants were significantly more likely than Russian participants to react nega-
tively to instances of Latinized text and interpret these instances as indicators of insecurity online.

RQ2: The results obtained in this experiment can be further correlated to the findings of a
2026 study determining the rates of Latinization amongst eastern Slavic languages on social me-
dia writing [Sme26]. In comparison to the predominately Russian-speaking region of the Eastern
Cyrillic Orthographic Zone, instances of Latinized digital text are significantly more common in the
southern, Balkan regions. The results of this experiment warrant a discussion about exposure to
Latinization and the perception thereof in different regions of the Cyrillic Orthographic Zone. In
countries within the Southern Cyrillic Orthographic Zone like Bulgaria, the heightened presence
of Latinization (and its inherent non-nativeness) has resulted in a more widespread, public dis-
cussion on literary changes [Kirl8]. Exposure to Latinization in the Eastern Cyrillic Orthographic
Zone is far less common and, as a result, internet users may interpret the presence of Latinization
in different ways.
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RQ3: As discussed previously, one must consider the significance of exposure to Latinization in
order to interpret how internet users in different countries react to its presence. Seeing that par-
ticipants in Bulgaria were significantly more likely to associate instances of Latinization with inse-
curity and risk online, we can correlate heightened exposure to this literary phenomenon with an
increased degree of perceived illegitimacy. Conversely, participants from Russia, who are signifi-
cantly less exposed to instances of Latinization, were significantly less likely to associate Latiniza-
tion with inherent illegitimacy. Given the lack of exposure to Latinization in the Eastern Cyrillic
Orthographic Zone, one must also consider alternative interpretations provided that there is no
well-documented public discussion around Latinization and literary change in the Eastern Cyrillic
Orthographic Zone asin the Southern Cyrillic Orthographic Zone. Alack of exposure to Latinization
may elicit altogether different reactions from internet users in the Eastern Cyrillic Orthographic
Zone such as a failure to register the written text as Russian or Ukrainian language. One of this
study’s limitations is the inability to interview participants while they make decisions. In such pos-
sibilities, internet users may superficially mistake the text as another related language officially
written in Latin script such as Czech or Slovak and immediately focus on other more-commonly
known indicators of security such as the presence of HTTPS, the lock icon, or the overall profes-
sional appearance of the website. It is important to also highlight the role of political discourse in
participants’ decision making. Latinization represents a current social issue in the Balkans while
there are significantly less debate and literature addressing this topic in Russian-speaking territo-
ries further east.

This work also serves as a basis for future research to explore the policy implications of these
findings, particularly within the European context. European countries continue to strengthen cy-
bersecurity through initiatives such as the European Union Agency for Cybersecurity guidelines,
the European Commission’s Cybersecurity Strategy, and the implementation of certain directives
such as NIS2. As illustrated in this work, linguistic and cultural factors can play a role in deter-
mining how internet users perceive certain risks online and therefore present an opportunity to
expand upon existing cybersecurity awareness programs. The findings presented in this study
suggest that differences between writing traditions in Europe and varying levels of exposure to
non-native digital communication can shape perceptions of legitimacy and risk online. Future
work could therefore examine how cybersecurity policies, public awareness campaigns, and edu-
cational materials can be adapted to account for Europe’s particularly diverse linguistic environ-
ment, which involves digital text production in a variety of different scripts.

VI. Conclusion

This study extends the understanding of phishing resilience by situating perceptions of non-nativeness
within a more globally inclusive understanding of cyber risk perception. Moving beyond the pre-
dominantly Anglocentric focus of prior research on risk perception, the findings demonstrate that
linguistic cues associated with determining legitimacy online do not function as universal indica-
tors of risk. This work addresses the role of communication amongst internet users whose native
languages do not use Latin script, particularly Cyrillic in Eastern Europe.

While traditional phishing markers such as urgency, impersonality, and grammatical inconsis-
tency remain relevant, this study shows that what constitutes a “suspicious” writing style is not
globally consistent. Regionally specific factors such as Latinization and digraphia are interpreted
in users’ linguistic environments and influenced by levels of exposure to non-traditional writing
styles. The results further highlight that exposure plays a decisive role in shaping cyber risk per-
ception. Participants from the Southern Cyrillic Orthographic Zone, who encounter Latinization
more frequently, were more likely to associate it with illegitimacy, whereas participants from the
Eastern Zone demonstrated alternative interpretations of the same feature. Even within the Cyril-
lic Orthographic Zone there is not a single approach to evaluating linguistic cues.
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These findings carry important implications for both research and practice. From a research
perspective, they emphasize the need for more cross-cultural and cross-linguistic studies that cap-
ture not only the diversity of languages utilized by global internet users, but the range of circum-
stances which may or may not be applicable to internet users belonging to certain linguistic com-
munities. From a practical standpoint, they suggest that anti-phishing strategies, user education
programs, and automated detection systems can be expanded to include key behavioral dynamics
of certain communities for whom the expansion of digital text production has incurred significant
changes to traditional writing practices.
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Appendix 1. POST EXPERIMENTAL SURVEY QUESTIONS (BULGARIAN)

1) Kakso e dumunr? (uzbepere Beuuku noaxongamu sapuantu) What is phishing? (Select all
applicable answers.)

2) Kaxso e neira na ceprudurar X.5097 (Mz6epere Beuuku nogxoxsimu orrosopu) What is
the purpose of an X.509 certificate for websites?

3) NMnxkexnusa SQL ce usnosnssa 3a: An SQL injection is a technique used to:

4) KaKBa € pa3jmmKaTa MeXKJ/1y IaCuBHa U peaKTHUBHa CUCTEMa 3a OTKpUBaHe Ha IMTPOHUKBAaHE
(Intrusion Detection System)? What is the difference between a passive and reactive Intrusion De-
tection System?

5) Be3 HUKaKBU IPOMEHM B HACTPOHKUTE HA yeb cepBepa, KAKBO MOXKe Ja Objle MOTHBAIUATA
sia ce 3aTBopu nopta 807 Without any other changes in the default settings of a web server, what
can be a motivation to close port 80?7

6) Kosiko kommrorepun e3uru 3uaere? (6e3 na Briaousare HTML)? How many computer pro-
gramming languages do you know (excluding HTML)?

7) Kousiko ronunn onura umare B cdepara Ha Mpexkosa curypaocr? How much experience in
network operation and security do you have?

8) KakBu MHCTpYMEHTH 3a MPEXKOBa curyproct Bue perynapuo mnsnosssare? (Moxe ga us-
Gepere nsakosko sapuantu) What information and network security tools do you use regularly?
(Select all applicable answers.

9) Kou or ciensamure nokasaresu Bue msmnossBare 3a Jla pemmure jajau € 0e30IACHO Jia
BbBeJel naposara Bu B onpesernen caiit? (M36epere Bemuku mogxogamu orrosopu) Which
of the following indicators do you use to decide if it is safe to enter your username and password
on a particular site?

Appendix 2. POST EXPERIMENTAL SURVEY QUESTIONS (RUSSIAN)

1) Yo rakoe durmunr? (Beibupaiite Bee noaxossimue orsersl.) [Ipuser mup What is phishing?
(Select all applicable answers.)

2) Kaxkosa nienn ceprudurara X.509 myist uarepuer crpanuipt? (Boibupaiite Bee nogxosiue
orserel.) What is the purpose of an X.509 certificate for websites?

3) SQL unbeknus — aro Merox juisa: An SQL injection is a technique used to:

4) B uem paznura MexKy MaCCUBHOM M aKTUBHOW CHCTEMON OOHAPYKEHHUS HECAHKITHOHU-
posannoro jgycryna? What is the difference between a passive and reactive Intrusion Detection
System?

5) Bes kakux-yiubo Apyrux u3aMeHeHuil B HACTPOWKax BeO-cepBepa, Kakas MOXKeT ObITh MO-
TuBarus s 3akpbitust nopra 807 Without any other changes in the default settings of a web
server, what can be a motivation to close port 80?7

6) CKOJIBKO KOMIIBIOTEPHBIX s3bIKOB Bbl 3Haere? (He Bkiouass HTML)? How many computer
programming languages do you know (excluding HTML)?

7) Ecre s y Bac onbiT B 06siacT cereBbIx onepanuii u cereBoit Gezonacaocru? How much
experience in network operation and security do you have?

8) Kakue nndopMaImm 1 MHCTPYMEHTHI ceTeBOil 6€30HaCHOCTH BBl PEryJIsiPHO HCIOJIb3yere”?
(BbIOpaTs Bce mopxozsmue orsersl) What information and network security tools do you use
regularly? (Select all applicable answers.)

9) Kakue u3 cienyomux ykasareseil Bol uimere, 9ro0bl HOHATH, 6e301acHO Jin OyJer nepe-
xomuTh B onpeenéunsiit caitr? Which of the following indicators do you use to decide if it is safe
to enter your username and password on a particular site?
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